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Introduction

Microsoft SCIM refers to Microsoft's
implementation and use of the System for
Cross-domain Identity Management (SCIM)
open standard, which automates user and
group management (provisioning, updates,
deactivation) between identity providers (like
Microsoft Entra ID) and cloud applications
like Runtime HRMS.

Runtime HRMS provides out of the box SCIM
integration with Microsoft Entra ID. This
guide explains the steps required to be taken
to enable this integration.
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Pre-Requisites

In general, you need following to enable this
integration:

1.Admin access to Runtime HRMS
2.Azure Work subscription (this integration

will not work with personal Microsoft
accounts)

3.Global admin role in Microsoft Entra ID
4.Group based provisioning requires Entra

ID P1. If you are on free plan, you may
have to assign users individually after
creation (explained in steps below).
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Integration Steps

Following steps are need to complete this
integration:

1.Enable SCIM in Runtime HRMS (~ 1 min)
2.Adding Enterprise Application in Azure (~2

min)
3.Configuring SCIM authorization and endpoints

(~2 mins)
4.Enable provisioning (~1 min)

After above steps are completed, the SCIM
provisioning will start working automatically once
you create a user. However, if you do not have
Entra ID P2 subscription, you need to assign each
user before it can be provisioned.
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Enable SCIM in Runtime HRMS

Login into your Runtime HRMS Portal. Go to:
> Setup
  > Integrations
    > Microsoft Entra ID

Click ON to enable integration.
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Status once integration is enabled:

Keep a note of Bearer Token & 
Endpoint URL
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Adding Enterprise Application in Azure 

Login into Azure Portal. Go to:
Microsoft Entra ID 
  > Enterprise Applications

Click + New Application
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Click + Create your own application
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Enter ‘Runtime HRMS’ in the name

Select ‘Integrate any other application you don't find in the
gallery (Non-gallery)’

Click on Create
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Click on ‘Connect your application’
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Select Bearer authentication in authentication method

Paste the Endpoint URL from Step 1

Paste the Bearer Token from Step 1

Click on ‘Test Connection’ to continue
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Enable Provisioning
On the Azure Portal, go to:
> Microsoft Entra ID
  > Enterprise Applications
    > Search for Runtime HRMS

Select Runtime HRMS application
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Select Provisioning from the menu
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Click Attribute Mapping, then select
Provision Microsoft Entra Id Users
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Find externalId in the list and edit
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If externalId is mapped to anything other
than objectId, then edit and select
objectId in Source attribute
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The attribute mapping is an important and mandatory
step to make sure the provisioning works correctly.



Select Properties tab
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Close the attribute mapping blades and go back to
Overview



Click on Edit icon
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Close the attribute mapping blades and go back to
Overview



Select Sync all users and groups
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Congratulations! 
You have successfully completed the
integration.

Click Start provisioning

© Runtime Software Private Limited
This guide contains proprietary information and is not for public use. Only
authorized users of Runtime HRMS are allowed to access this document. Copying,
replicating or reverse engineering based on this information is prohibited.

Close the blades to get back to Overview



Additional Information

1.Adding Users
2.Assigning Group/Users
3.Checking Provisioning Logs
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Adding Users
To add a new user, simply go to:
> Microsoft Entra ID
  > Users
    > Click on ‘New user’
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Complete the user information. There are
following details to be added:

1. Identity
2.Job Information
3.Contact Information
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Important points to consider when adding user:
Employee ID

1.Employee Id maps to Employee Code in Runtime HRMS
2.If Employee Id is left blank, system will auto-assign an

Employee ID
3.If Employee Id is same as any existing Employee Code, the

user addition will fail.

Department
1.The department name specified should already exist in

Runtime HRMS Department’s list.
2. If department name is not found, the default department will

be assigned to the employee.

Job Title
1.Job Title maps to Designation in Runtime HRMS.
2.If Job Title is left blank, system will assign default

Designation.
3. If Job Title is sent but does not exist, the user addition request

will fail.
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Date of Joining
1.Microsoft SCIM does not send Date of Joining in the

payload.
2.All employees will be added with current date as the

Date of Joining. If the actual date of joining is
different, you need to make changes directly in
Runtime HRMS.

To grant any licenses (e.g. Microsoft 365) to the
new user, you need to visit Microsoft admin
center at admin.microsoft.com. License
management is not available on Azure portal.
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Assigning Group/User
User sync from Azure to Runtime HRMS will not
occur unless :

1.User is assigned
2.User is added to an assigned Group (requires

Entra ID P1 Subscription)

If you are not on Entra ID P1 subscription, you
need to assign a user, every time you add a new

user, so that it syncs with Runtime HRMS.
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On the Azure portal, go to:
> Microsoft Entra ID
  > Enterprise Applications
    > Search for Runtime HRMS and select the app
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On the application page:
      > Click on Users and groups
        > Click on Add user/group
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If you see the below warning, it means you are not on
Entra Id P1 plan, and you cannot create Groups.

In such case, you need to assign individual users.
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To add a user or a group, click on ‘None Selected’ under
respective section.

A new User search blade will open. Search and select the
newly created user or group.

After selecting user,  on the previous blade, click on
Assign.
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Provisioning logs help you identify and troubleshoot any
issues with the SCIM integration.

View Provisioning Logs
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Thanks for using Runtime HRMS’s integration services.
Hope this guide has helped you successfully integrate
with your Microsoft Entra ID.

Thank you!

Any issues and requests should be reported at:
support@runtimehrms.com

Please do not reach out to Chat support for resolution of
integration related issues.

Issue Resolution
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